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Introduction

The Z-Wave protocol is an
interoperable, wireless, RF-based
communications technology designed
specifically for control, monitoring and
status reading applications in residential
and light commercial environments.

KGWAVE

" |nteroperable
= Mesh Network

® |nternational Standard
= |[TU-9959

= Low Power
* Frequently Listening Slave (FLiRS)

= Sub 1 GHz
= Fully Backward Compatible

= Standardized Specifications

= Command Classes



The Language of Z-Wave

= Command Class Types = Types of Commands

= Application ( ) = Set
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= M a n a ge m e nt MAC MAC h Comman d Class = COli/IMAND_CLASS_SWITCH_BINARY :S_
I Comman d = SWITCH_BINARY_SET
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" Encapsulation ™ e MHR v' R-
~~~~~~~~ 5 MPDU e
= Network - .
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Figure 8-2 — General MPDU structure

*https://www.silabs.com/wireless/z-wave/specification



https://www.silabs.com/wireless/z-wave/specification

Examples of the different command classes

= Application
= Binary Switch Set
= Door Lock
= Thermostat Setpoint

= Encapsulation
= Supervision
= Security S2

= Management
= \ersion
= Battery

= Network
= Remove
= Node Provisioning

*https://www.silabs.com/wireless/z-wave/specification

Command Class = COMMAND_CLASS_SWITCH_BINARY

Command = SWITCH_BINARY_SET

Value

Command Class = COMMAND_CLASS_NETWORK_MANAGEMENT_INCLUSION

Command = COMMAND_NODE_REMOVE (0x03)

Seq No

Reserved

Mode

CNcapsuigied Lommana Lengin

Encapsulated Command 1

Encapsulated Command N



https://www.silabs.com/wireless/z-wave/specification

End Device Design and the Application Framework

Application Framework

Product
Specific

- Binary Switch
- Multilevel Switch
- Central Scene
- Door Lock
Class - User Code

Utility Modules - Notification

Toolbox
Transport

Layer
Utility Toolbox

Command Class Module

- OTA Handler Transport Layer

Z-Wave Protocol

- GPIO & Key Driver - Transmission Handler

- Event and Job Scheduler - Security Handler
- Battery Module - Supervision CC
- Application Timer Module - Multichannel CC

Z-Wave Module/SoC - e




The Sample Applications

Always On

Switch On/OFF

Power Strip

Wall Switch

FLIRS

Door Lock

Sleepy

PIR Sensor

D/W Sensor




End Device Design from Sample Applicaitons

Product
Specific
Code

Application
Framework

Z-Wave Protocol

Z-Wave Module/SoC

PIR Sensor
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[ | £ Leuncher |{} Simplicity IDE .1, Network Analyzer :(f: Configurator %5 Debug

= Gecko_2_7_5 - Simplicity IDE - Simplicity Studio ™ - C:\Users\cahernan\SimplicityStudio\v4_workspace
File Edit Source Refactor Navigate Search Project Run Window Help

(7 Project Explorer £3 |

% v=0

SwitchOnOff.c | [8) SensorPR.c &3 | =0
A

v 5 SensorPIR [GNU ARM v7.2.1 - Debug] [ZGM1
) Includes
(& Device
(= emdrv

(& emlib

& keys
@ src

> [B config_app.h

> [ config_rf.h

> [B eventsh

> g€l SensorPIR.c

(= ZAF_ApplicationUtilities

(= ZAF_ApplicationUtilities_EventHandling
(= ZAF_ApplicationUtilities_TrueStatusEngine
(= ZAF_CommandClasses_Association

(= ZAF_CommandClasses_Basic

(= ZAF_CommandClasses_Battery

(= ZAF_CommandClasses_DeviceResetLocally
(= ZAF_CommandClasses_FirmwareUpdate

Cvvevw

<

7HGN1 - Gecko SDK Suite: Bluetooth 2." A

>

[ Debug Adapters 52 | 3= Outline

%

= 8
XEAxxB-0EEE®

Jan

.

Ve e w
oo

© @

10 #include "config_rf.h
11 #include <stdbool.h>
#include <stdint.h>

O 00 0om

13

14 #include "SizeOf.h"

15 #include "Asserc.h”

16 #include "DebugPrintConfig.h"

GPRINT you must first und
plicity Studio open Project->Pr

//Remove DISABLE USARTO from list found u

21 #if !defined(DISABLE USART1) || !defined(

//#define DEBUGPRINT

#endif

)
0 0000 @mo

Immn

#include "DebugPrint.
26 #include "config_app.

27 #include "ZAF_app_version.h" v
< >
(2 Probl... 4 Search |22 Call.. |Bcons. x| = B
BB E-O-

Adapter Pack Console

C:\SiliconLabs\SimplicityStudio\v4\developer\ada A
list: 0424:5807@011:001 8087:0a2b@012:006[5527FB v
< >

0items selected

324Mof689M | [T




Application Configuration

Configuration needed in 3 files

= config_app.h

= config_rf.h

= main source file

= Gecko_2_7_5 - Simplicity IDE - SensorPIR/src/SensorPIR.c - Simplicity Studio ™ - C:\Users\cahernan\SimplicityStudio\v4_workspace
File Edit Source Refactor Navigate Search Project Run Window Help

- E-R-HRIB-R - oD i
" % | 4 Launcher |{} Simplicity IDE %, Network Analyzer

‘I Configurator %3 Debug

[ Project Explorer &3 ‘ 5% Y = B8 | % em_cryptoh ‘ [€] SensorPIR.c &2 t
v b‘B SensorPIR [GNU ARM v7.2.1 - Debug] [ZGM130S037HGN1 - Gecko SDK Suite: Bluetooth 2.13.3 1/**
> [ Includes 2 * Z-Wave Certified Zpp.
> (= Device 3
> (= emdrv 4 @copyright 2018 Sili
> (= emlib 5 */
> @ keys f )
v G src R
» > [n config_app.h q
» > [0 configfh 10 #include "config rf.h"
> [B eventsh 2] 11#include <stdbool.h>
» > gl SensorPRc [2 12#include <stdint.n>
> [ ZAF_ApplicationUtilities 13
> (= ZAF_ApplicationUtilities_EventHandling 14 #include "SizeOf.h"
> (= ZAF_ApplicationUtilities_TrueStatusEngine 15 ginclude "RAssert.h"
> (= ZAF_CommandClasses_Association 16 #include "DebugPrintCon:
> (= ZAF_CommandClasses_Basic 17
> (= ZAF_CommandClasses_Battery To enable DEBUGPRINT !
> (= ZAF_CommandClasses_DeviceResetLocally //In Simplicity Studio ¢
> (= ZAF_CommandClasses_FirmwareUpdate 0 //Remove DISABLE USARTO
> (= ZAF_CommandClasses_Indicator #if !defined(DISABLE_US]
> (= ZAF_CommandClasses_ManufacturerSpecific //#define DEBUGPRINT
> (= ZAF_CommandClasses_MultiChan 23 #endif
> (= ZAF_CommandClasses_Notification 24
> (= ZAF_CommandClasses_Powerlevel 25 #include "DebugPrint.h"
> (= ZAF_CommandClasses_Supervision Ef #?nclude "config_app. h"
> (= ZAF_CommandClasses_WakeUp - i #?nclude ! ZAF_app_V§rs:u
> (= ZAF_CommandClasses_ZWavePlusInfo - #:}nclude SZRF_file ids.]
> 5 SwitchOnOff [GNU ARM v7.2.1 - Debug] [ZGM130S037HGNT - Gecko SDK Suite: Bluetooth 2.1 #include "avm3.hr
s - 30 #include "ZAF nvm3_app.!
31 #include <em_system.h>
32 #include <ZW slave api.l
I 22 #inrlnde <70 ~lacecmd h



Config_app.h

= Device Role //@ [DEVICE OPTIONS MASK ID]
#define DEVICE OPTIONS MASK APPLICATION NODEINFO NOT LISTENING
= Device Type

//@ [RPP_TYPE ID]
$define APP ROLE TYPE ZWAVEPLUS INFO REPORT ROLE TYPE SLAVE SLEEPING REPORTING

)

\4

Generic Multilevel Device Multilevel Device

Specific Motor Control Specific Not Used



Config_app.h continued

e e e e e e
*

* Defines used to initialize the Manufacturer Specific Command Class.
N

ARAARARAARAERARAARAERARAARAARAEAARAARAEAARAARAEA AR AR AR AR AARAARAAAARAARAAR
#define APP MANUFACTURER_ID MFG_ID ZWAVE
#define APP PRODUCT ID PRODUCT ID SensorPIR

= Manufacturer Information

= Association Information

#define AGITABLE LIFELINE GROUP \
{COMMAND CLASS BATTERY, BATTERY REPORT}, \
{COMMAND CLASS NOTIFICATION V8, NOTIFICATION REPORT V8}, \
{COMMAND CLASS DEVICE RESET LOCALLY, DEVICE RESET LOCALLY NOTIFICATION}, \
> {COMMAND CLASS INDICATOR, INDICATOR REPORT V3}

#define AGITABLE ROOTDEVICE GROUPS \
{{ASSOCIATION GROUP_INFO REPORT PROFILE NOTIFICATION, NOTIFICATION REPORT HOME SECURITY V4}, {COMMAND CLASS BAS

10



Config_rf.h

= Config_rf.h

= RF Power

v
// The maximum allowed Tx power in deci dBm
#define APP MAX TX POWER 0

// The deci dBm output measured at a PA setting of 0dBm
#$define APP MEASURED ODBM TX POWER 33

11




Main Source File
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'

static const SRadioConfig t RadioConfig =

{

= Command Class List .iListenBeforeTalkThreshold = ELISTENBEFORETALKTRESHOLD DEFAULT,
.iTxPowerLevelMax = APP MAX TX POWER,

.iTxPowerLevelAdjust = APP MEASURED 0ODBM TX POWER,

= RF Frequency

Ak , , , .eRegion = APP FREQ
* Unsecure node information list. }
* Be sure Command classes are not duplicated in both lists. ’
* CHANGE THIS - Add all supported non-secure command classes here
'X'A/
static uint8 t cmdClassListNonSecureNotIncluded[] = 2 E*
{ * Secure node inforamtion list.
COMMAND CLASS ZWAVEPLUS INFO, *

Be sure Command classes are not duplicated in both lists.

COMMAND CLASS TRANSPORT SERVICE V2 N . -
— — — e * CHANGE THIS - Add all supported secure command classes here

COMMAND CLASS_ SECURITY,

COMMAND CLASS_ SECURITY 2, h4
COMMAND CLASS SUPERVISION, static uint8 t cmdClassListSecure[] =
COMMAND CLASS FIRMWARE UPDATE MD V5 {
b COMMAND CLASS VERSION,
COMMAND CLASS MANUFACTURER SPECIFIC,
5 )%k COMMAND CLASS DEVICE RESET LOCALLY,
* Unsecure node information list Secure included. > COMMAND CLASS INDICATCR,
* Be sure Command classes are not duplicated in both lists. COMMAND CLASS POWERLEVEL,
:,A.r;HANGE THIS - Add all supported non-secure command classes here COMMAND:CLASS:BATTERY,
static uint8 t cmdClassListNonSecureIncludedSecure[] = COMMAND—CLASS—DOOR—LOCK'
{ - COMMAND CLASS USER CODE,
COMMAND CLASS_ ZWAVEPLUS_INFO, COMMAND CLASS ASSOCIATION V2,
COMMAND_CLASS_TRANSPORT_SERVICE_V2, COMMAND CLASS MULTI CHANNEL ASSOCIATION V2,
COMMAND_CLASS_SECURITY, COMMAND CLASS ASSOCIATION GRP_INFO,

COMMAND CLASS_SECURITY 2,

COMMAND CLASS SUPERVISION COMMAND CLASS FIRMWARE UPDATE MD V5



Configuration Checklist

v/ = Role Type

v/ = Device Type

v/ ® Manufacturer Information
v/ = Association Groups

v/ = TX Power

v " Command class list

v " RFregion

13

Application

Framework
Workflow




Important Functions and Framework Flow

14

Important Main File Functions

= Applicationinit

= |nitialize the application.

ApplicationTask
= Setup of events and 10.

AppStateManager

= Core state machine of framework

Transport_ApplicationCommandHandlerEx
® |ncoming RF frames

CommandClass functions, e.g. CC_Basic_Set_handler

= Application logic for various command classes

ol

Transport Application
Command Handler

Command Class
Handler

Application
Initialization

Application Task

Application State

Manager



Application State Manager- On/Off Switch

15

STATE_APP_STARTUP

= |nit state

STATE_APP_IDLE

* The ‘looping’ state, if no other states

STATE_APP_LEARN_MODE

= |nclusion, SmartStart, etc.

STATE_APP_TRANSMIT_DATA

» Usually used for sending data (e.g.
notifications)

STATE_APP_RESET

= “DeviceResetlLocally”

Reset

Press SO

Transmit Data

Idle

>
Hold S1
Factory < for 10s
Reset
A

Learn Mode

Hold S1
for 10s




Events: Learn Mode State

case STATE APP LEARN MODE:

{
}
(EVENT SYSTEM LEARNMODE STOP ==
{
}

if (EVENT SYSTEM LEARNMODE FINISHED
{

}

break;

16

if (EVENT APP FLUSHMEM READY == event)

if ((BTN EVENT SHORT PRESS(APP BUTTON LEARN RESET) == (BUTTON EVENT)event)

(EVENT SYSTEM)event))

== (EVENT SYSTEM)event)



Events: |dle State

case STATE APP IDLE:
/* The PIR EVENT BTN could be allocated to either a slider or a button.
* - The slider will always send a DOWN event when moved to the ON position.

* — A button will send SHORT PRESS or HOLD event when pressed. Only the
* HOLD e will be followed by an UP event when the button is

* release ince we need the UP event later to cancel the power

* lock, ore the SHORT PRESS event here.

x/

if ((BTN_EVENT DOWN(PIR_EVENT BTN)
(BTN _EVENT HOLD(PIR EVENT BTN)

(BUTTON EVENT)event) ||
(BUTTON EVENT)event))

ZAF_PM stayAwake (&ém RadioPowerLock, 0);
DPRINT ("\r\n*!*! IR EVENT BTN");

17




Switching States: Idle State

case STATE APP IDLE:
if ((BTN_EVENT DOWN(PIR EVENT BTN) == (BUTTON EVENT)event) ||
(BTN_EVENT HOLD(PIR EVENT BTN) == (BUTTON EVENT)event))
{
ZAF PM StayAwake (&m RadioPowerLock, 0);
DPRINT ("\r\n*!*!* PIR EVENT BTN");
ChangeState (STATE APP TRANSMIT DATA);

//
‘ /*Add event's on job-queue*/
| ZAF_JobHelperJobEnqueue (EVENT APP BASIC START JOB);

ZAF_JobHelperJobEnqueue (EVENT APP NOTIFICATION START JOB);
’ ZAF_JobHelperJobEnqueue (EVENT APP START TIMER EVENTJOB STOP);

18




Power Manager and Energy Modes

19

Power Manager
= 7Z-Wave Protocol controls the energy mode

= Will always go to sleep mode if possible

Power Locks

= |ock the chip from entering sleep mode

Power Lock Type

= PM_TYPE_RADIO
don’t enter EM2/EM3/EM4

= PM_TYPE_PERIPHERAL
don’t enter EM3/EM4

EMO Active Radio available

EM1 Sleep MCU sleeping. Radio available

EM2 Deep Sleep RAM Retention

EM3 Stop RAM Retention

EM4 Shutoff MCU shut down. No RAM retention.
Wake up by Reset or Interrupt.

void SomeFunction(void)
{
ZAF_PM_StayAwake(&m_RadioPowerlock, 0);

/* Do something where the radio module is required */

ZAF_PM_Cancel(&m_RadioPowerlock);



/-Wave /00 Components

Zen Gecko

ZGM1308S

&

EFR32ZG14

One kit for both end device and End-devices & gateways Gateways only
gateway development LGA64 9x9 mm SiP QFN32 5x5 mm SoC



Development Kit

The hardware in the kit

WSTK Main Development Board, 2 pcs

BRD4200A (BRD4202A) Radio Board with ZGM130S

BRD8029A EXP Board, 2 pcs

UZB7 Controller USB Dongle

Zniffer USB Dongle

LED3 LED2 LED1 LEDO

= K
\ SHUCON LABS
S
=
/@ 7 :
2R

BTN3 BTN2 BTN1 BTNO
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Z-Wave Zniffer
ACC-UZB3-S

Z-Wave Controller
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Documentation Online

= Z-Wave Support Website:

= https://www.silabs.com/wireless/z-wave g SBnlis | X | v T Tl AAC - Bcootie X |  eciako oot * (R +
. . <« C @ silabs.com/wireless/z-wave
- Ce rtlflcatlon ii Apps Z-Wave Mesh Netw.. @ Messages for web Home OpenThread Home | Salesforce Z-Wave Software .. @ My Timeline Welcome toyour B.. 5§ ADP % LogOn|ManageIn.. @ Highstage 1 RENTCafé - RENTCa...
£ H Description = Flash (kB) = RAM (kB) =  Sensitivity (dBm) = Package Type = Pack
= Specifications
H FEATURED N
= | earni ng Center e Z-Wave 700 SiP Module 512 64 SiP

u S Im p | ICI ty St u d 10: ZWE"G ,7,0,0:5,(:)& Z-Wave 700 Modem SoC 256 32 98.8 QFN32

= httpS //WWWSlla bSCO m/p rOd UCtS/d eve|0pme ZWaveSOO M°f’“'es Z-Wave 500 PCB Module, Z-Wave 500 SiP Module 128 16 PCB, SiP
nt-tools/software/simplicity-studio

= |TU 99509:

Z-Wave Certifications Specifications Learning Center

u flle :///C:/U Se rS/Ca herna n/DOWﬂ |oadS/T_REC_ Learn the process to certify your product for Z- Learn more about Z-Wave specifications Explore the benefits and features of the Z-Wave
Wave. platform
G.9959-201202-S!!PDF-E.pdf Learn More > rearn ore Learn More »
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https://www.silabs.com/wireless/z-wave
https://www.silabs.com/products/development-tools/software/simplicity-studio
file:///C:%5CUsers%5Ccahernan%5CDownloads%5CT-REC-G.9959-201202-S!!PDF-E.pdf

Documentation in IDE

= Demos

\sdks\gecko_sdk_suite\v2.7\protocol\z-wave\ZWave\AP\ZW_radio_api.h - Simplicity Studio ™ - C:\Users\cahernan\SimplicityStudio\v4_workspace

[search | {1 | [ Launcher | {} Simplicity IDE 1, Network Analyzer |

onfigurator 4 Debug

= Gecko_2_7_5 - Launcher - C:\SiliconLab: develop
File Edit Source Refactor Navigate Search Project Run Window Help
! carloshemandez@silabs.com v £F 8, F

[ Debug Adapters SECAXRBP-EEEE= B

= Preconfigured Sample Apps

= Sample Applications

= SDK Documentation

ZGM130S037HGN1

Preferred SDK: Gecko SDK Suite v2.7.6: Bluetooth 2.13.5.0, EmberZNet 6.7.5.0, Flex 2.7.5.0, Micrium OS Kemel, Z-#ave SDK7.13.6.0
Click here to change the preferred SDK.

cent Projects v

Documentation

Compatible Tools

-t V=

L
SDK Documentation

N

=

1]

Software Examples

>

~ Z-Wave SDK7.13.6.0 ~ FlexSDK2.75.0 ~ Flex SDK2.7.5.0

(3 My Products G+ X8 E

[ Enter product name

v (3 My Products

> A EFR32MG12 2.4 GHz 19 dBm Radio Board (BRD4161A Rev A02)
[ EFR32MG12P432F1024GL125
[ EFR32MG21A020F1024IM32

> A EFR32xG21 2.4 GHz 20 dBm Radio Board (BRD4130A)
[ EFR32ZG13P231F512GM64

> A EFR32ZG14 Radio Board (SLWRB42014)
[ EFR32ZG14P231F2566M32

> £ Thunderboard EFR328G22 (SLTBO10A)
3 ZGM130S037HGN
1 ZGM130S037HGN1

: - carlos.hemandez@silabs.com
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» Bootloader » Connect Examples » API References

» Door Lock keypad » RAIL Examples » Application Notes
» Power Strip + Gecko Bootloader 1.10.3 » Fundamentals

» SensorPIR » Gecko Bootloader Examples » Getting Started

» SerialAPI ~ Z-Wave SDK 7.13.6.0 » Quick Start Guides

Release Notes

-

Switch On/Off
Wall Controller

v Z-Wave Apps

User's Guides

-

\____

__L_____

DoorLockKeyPad "
DoorLockKeyPad I v Gecko Bootloader 1.10.3
» API References
~ Micrium OS Kernel 5.8.2
PowerStrip ..l I » APl References
Powerstri » Getting Started
i —-_— . . -
v Z-Wave SDK 7.13.6.0
I » End Device
SensorPIR " » Gateway
SensorPIR I I » Production
» Serial API signed binaries
1 » Z-Wave Specifications
SwitchOnOff |
SwitchOnOff s s s - ‘

- v

G j 360Mof 948M | |

WallController

|
|
|
|
|
|
|
|
|
\
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